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How to create a shared database:

An example using PostGreSQL and
pgAdming
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A Shared Database allows you to store your documents in your favorite relational (SQL)
database rather than on the file system. This means that multiple users can concurrently use
the same synchronized storage location. Folders in a Shared Database will show up under the
Shared Databases icon in the Sources panel, once the user has logged into the database.

A Shared Database can be used for everything a local database is used for. Note that unread
status, agents and shared folders belong to individual users rather than the database. For
example Bob may see a document as unread, but Joe will see that same document as read if
he has read it.

For more information about Supported Database Systems and setup, please refer to section 19
of the Geneious manual.

This document provides guidelines for setting up a shared database using PostgreSQL server
using pgAdmin4, a GUI management system for the SQL database.

1. Installation of PostgreSQL and PgAdmin

Download and install PostgreSQL from the following link:
http://www.enterprisedb.com/products-services-training/pgdownload

Run the executable once downloaded. This will install the PostgreSQL server, and
pgAdmin4, the GUI database management system. Follow the setup instructions.

First the PostgreSQL server will be installed.

#] setup [=Er=]

Packaged by:
- = Setup - PostgreSQL

POSTGRES Welcome to the PostgreSQL Setup Wizard,

PostgreSQL

&y

< Back
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Follow the steps and provide a password for the database superuser when prompted.

Select the port number, leave the default or change it to another one if required by your
network configuration:

Flease select the port number the server should listen on.

Port | 5432

InstallBuilder

<Back | [ MNext> | [ Cancd |

Once the installation of PostgreSQL has finished, you can continue with the Stack Builder for
adding tools, but in this example we will uncheck the option and finish the installation.

ﬁ Setup EI
Packaged by:
Em‘ Completing the PostgreSQL Setup Wizard
POSTGRES Setup has finished installing PostgreSQL on your computer,

Launch Stack Builder at exit?

Stack Builder may be used to download and install

additional tools, drivers and applications to
POStg re SQL complement yoLr PostgreSQL installation.

< Badk |[ Finish ]l Cancel
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2. Creating a new database

The database management program, pgAdmin4, which was installed as part of the

postgreSQL installation, provides an interface for creating and managing databases and
users.

Note that pgAdmin4 v 3.0 and later will run within your default Web browser application

To create a new database, open pgAdmin4 and connect to the database by double clicking on
PostgreSQL then providing the password for the superuser selected during the installation. If
PostgreSQL is not immediately visible, Click Browsers — Servers.

Then create a new database by right clicking on Databases and Create — Database, as
below:

W pghdmins [=1=]=]

File Object = Tools « Help ~

i\ Browser @ Dashboard ©f Properties [3 SAL |»* Statistics < Dependencies {3 Dependents

é @ Servers (1)

i Tansactonspr secod
£+ |- Databases 1] 1.00 15.0
womy— § = = i o W Commits
& (0 postore N (| Databsss.. 125 [ SiRollacks
! 88 Login/Groug g Refresh. . DED-- ot 10.0 I@Transactions
- Tablespaces 75
0.40
5.0
0.20 25
0.00 0.0
s auex 0
1.00 1.00 1.00
Minserts WFetched WReads
Updates Returned Hits
WDeletes
0.50 050 0.50
0.00 0.00 0.00
Sessions Locks Prepared Transactions Configuration

~

L=
70 [osaese | ser | optcatm__Chot__Gacona st war e 5

3196 postgres  postgres pgAdmin 4 - DB:postgres 1 2017-03-21 08:41:51 PDT active
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Provide a name for the new database, for example GeneiousDB, and make sure the
superuser account (postgres in this case) is the owner of the database:

|

General Definition Security Parameters SOL
Database GeneiousDB
Owner | £ postgres v

Comment

To finish setting up the database, open Geneious and connect to the newly created database

To do this, click on the Shared Database icon in the Geneious Sources panel:

e

b | | Local (1753, 35 unread)
| 2

E® Operations \
v = NCBI
[ Gene
[Z¥ Genome
[ Nucleotide
[ PopSet
IE:: Protein
[™ PubMed
[ SNP
[3F Structure
|3 Taxonomy
I:I!f:' UniProt
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And select "New Database Connection"

(3 Shared Databases

Store your documents in a relational database instead of on your hard drive.

New database connection How to set up a database

/

Enter the username and password for the superuser account, the IP address for the machine
hosting the database (use localhost if it is on the same machine), and the database name.
Geneious will then automatically finish the database setup by creating all the required tables.

f.;f Mew Database Connection ' EE__?

Connection Method; [ ¢ Direct S0L Cunned:iun] _r Geneious Database Server

Username: |postgres
Password: sesssssse
Host: |localhost
Database Mame:  GeneiousDE
Fart: 5,432 [] Custom

Database Type: PostgresQL v

[¥] Connect account on start up

| ¥ More Options [ Ok ” Cancel |

A new folder called GeneiousDB will appear under your Shared Databases in the Sources
panel. You can now start adding documents and creating new folders via Geneious.
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Sources

{7 Local (@)
= [@ Sample Documents (0)

----- & alignments (8)

----- {2 Cloning (12)

----- {8 Contig Assembly (7)
Genomes (233)

----- & PlasMapper Features (314)
----- {0 Plasmids from NEB (27)

----- & Primers (12)

----- {& Protein Documents (g)

----- Q Tree Documents (4)

- @ Deleted Ttems (0)

= Shared Databases

"I GeneiousDE (1)
e - my primers (qa

O

Mame & Description
=W M13R (-26) M13 reverse sequencing primer, 26bp upstream
= M13-R {-48) M13 reverse sequencing primer, 46bp upstream
= 5PG promoter 5P6 promoter sequencing primer, 24-mer
= T3 promoter (17bp) T3 promoter sequencing primer, 17-mer

When you switch back to pgAdmin, you should now see that the database contains 25 tables
under Schemas — public — Tables.

Q pghdmin 4

i\ Browser

&[] GeneiousDB
% Casts
& Catalogs
% Event Triggers
"F& Extensions
ﬁ Foreign Data Wrappers
-/ Languages
E‘--& Schemas (1)
E}@ public
- 2 Collations
@ Domains
- @' FTS Configurations
) FTS Dictionaries
- @ FTS Parsers
: :5::. FTS Templates
& |I|?_ Foreign Tables
% Functions
Materialized Views
a % Sequences
= [ Tables (25)

Tools =

-

Help ~

(= f=rfe=])

g Dashboard @€ Properiies [ SQL  |o Statistics ¢ Dependencies <) Dependenis

Transactions per second

6.0

700
WA ctive goo| MCommits
50
Idle i Rollbacks
40| WlTotal Wl Transactions
400|
30
300
20 200
1.0 100! i
0.0 1}

1250 12500 25000
Minserts WlFetched | WBReads
1000 Updates 10000 Returned | 20000 Hits
WlDelstes
750 7500 15000
500| 5000 10000
i
250 2500 ‘i: 5000
|
0 . 0 - 0

Bocr 0

Database activity

J-- additional_document_xml
J--E additional_xml_timestamp
- B annotated_document

3--@ boolean_search_field_value
J-- date_search_field_value

=) E document_file_data

i} B document_read

i} E document_to_file_data

- double_search_field_value

- B2 float_search_field_value
H E Faldar

Sessions Locks Prepared Transactions

= . |

L=
[0 ussr | sopicasn—_Lcon | _Backonasirt S [t cvn [t

2356 postgres pgAdmin 4 - DB:GeneiousDB 1 2017-03-21 08:46:16 PDT idle
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3. Creating an admin user

Being a superuser in PgAdmin does not automatically grant you administrator rights to the
database in Geneious. There are two ways to grant administrator rights:

1. If this is a new database, and no one is currently an administrator, any user who is
logged into the database in Geneious can set themselves as the database admin by
right-clicking on the root folder of the database and choosing “make current user a
Database Administrator”.

4 New Folder... {+ 3N
Rename Folder...

-« Set Folder Color...

Move Folder...

Mark All as Read

Export Folder...

Make the current user a Database Admin...

Disconnect

Edit Account Details...
Remove Database

Show Inaccessible Folders
Administration >

2. To add additional database admins, you need to edit the relevant tables in pgAdmin.
Under Schema->Public->Tables find the table g_user. To view the table you need to
right click on the table and select View/Edit data — View all rows. Check the ID (PK)
Integer value for the user that you want to make an administrator. The owner of the
database should be assigned the integer 1. Then go to the g_user_group_role table
and view the contents. Find the g_user ID integer for the user that you want to make
an administrator and modify g_role_id for that row to 0 by double clicking on the cell.
The 0 allows for admin roles (to check the integers for other roles, check the g_role
table). Remember to save (see below).
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File Tools ~

Object ~

Help ~

!HB“)"“‘S” @ Dashboard ®©f Properties [B SQL |l Statislics < Dependencies ﬁDeper{f,Et)}J-i
5 [ annotated_document = Bl Q |~|| 8| o Y |~ || No limit v ¥ - N
- |j boalean_search_field_value = Ty
i D date_search_field_value
SELECT * FROMMNpublie.g user group role

£

e

[

- E document_file_data
L}-'lj document_read

[ |j document_to_file_data
G- D double_search_field_value
- E float_search_field_value
£
£
[
[E
£
E

3 [ folder | Data Output  Explain  Messages \iistory
F 3"|jfo|der_view _role_'

# [ g_group [PK] integer| [PK] integer| [PK] inte ger

}--E g_role 1 1 0

'*lj g_user

—l\--lj g_user_group_role
&'} @ Columns
'?:fJ"D‘ Constraints
l}}@ Indexes

ft_t % Rules

L?l% Triggers

\

Now if you go back to Geneious and right click on any of your folders in your database, you
will have access to the administration menu where you can perform functions such as defining
groups and roles, and setting the Geneious compatibility version.

=-[@ Shared Databases

=) GeneiousDB (1) ‘ ‘
_____ 3 D:;;iaﬁ::; prime, [+ Mew Folder... Ctrl+5Shift+M Change File Data Storage System...
B2 NCBI Delete Folder Change Group for New Folders...

gf Gene Rename Folder... Set Document Compatibility Version...
- | Genome o
[ Nuckeotide | © Set Folder Color... Akl e
- [ZF PopSet Move Folder...
gj Prujte'ian Edit Group Roles... I
- [ PubMed Mark All as Read Remove Groups... if
g zﬁzcture Export bakler... Add Mew User,
[ Taxonomy Change Group of Folder... Edit User...

----- [ UniProt —

Administration L Remove Users...
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4. Add a new user

You will need to create new users in PgAdmin4.
Open PgAdmin4, Select Login/Group Roles, right click and press Create — Login/Group Role

E\‘ E Servers (1)

: = =l Q |~}
= W postgresqL 9.6

" [:] Databases (2) F ~ X
E‘g@ Login/Group Roles (2] 1 | SELECT * FROM public

- & postgres 2 Refresh...
"Q:I'L_‘“!Tablespaces

Add a name under the General tab:

2 Login Role - colleague n

General Definition Privileges Membership Parameters Security SQL

Name colleague

Comments

Add a password under the definition tab:

| 2 Login Role - colleague B

General Definition Privileges Membership Parameters Security SQOL
Password  ceeesees

Account YYYY-MM-DD HH:mm:ss Z E
expires

Connection =

limit
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Set the privileges as follows - this allows the user to log in to the database, but does not make
them a superuser for postgres or grant them the ability to make new databases.

Create - Login/Group Role n

General Definition Privileges Membership Parameters Security

sQL

Can login?
Superuser m
Create roles? m
Create databases? m
Update catalog?

Inherit rights from the parent roles?

Can initiate streaming replication and backups? m

You then need to grant the user SELECT, UPDATE, INSERT and DELETE permissions for all
databases in the database so that they can use it. To do this, right click on the root Database
folder in pgAdmin 4 and select “Grant Wizard”. See this link for further information on the

Grant Wizard.

In the first window, select all objects in the list to select all the tables.

BIOMATTERS
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Grant Wizard - Object Selection (step 1 of 3)

Please select objects from the list below.
Q se

)

HTable public additional_document_xml
v| ETable public additional_xml_timestamp
v| ETable public annotated_document
v| ETable public boolean_search_field_value
v, ETable public date_search_field_value
v| ETable public document_file_data
v| ETable public document_read
v| ETable public document_to_file_data
v| ETable public double_search_field_value
v| ETable public float_search_field_value
v| BETable public folder
v| ETable public folder_view

? (i ] en Lo coes [ o]

Then click Next, and in the second window, click the + sign to grant new privileges. Select
the user you just created under Grantee, then click Privileges and check Insert, Select,
Update, and Delete. Click Next again to review the SQL command, and then Finish.

BIOMATTERS
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Grant Wizard - Privileges Selection (step 2 of 3)

Please select privileges for the selected objects.

Privileges

o | INSERT WITH GRANT OPTION

V| seLecT WITH GRANT OPTION

_ [¥lurpate WITH GRANT OPTION

@ | 2 colleague | | Ahilary |
= = | [v] oeLeTE WITH GRANT OPTION B

TRUNCATE WITH GRANT OFTION

REFERENCES | | WITH GRANT OFTION

TRIGGER WITH GRANT OPTION

? (e [ ven | e [ on ]

The user should now log into the database in Geneious by right clicking on the Shared
Databases icon, and choosing “New database connection”. They should enter the username
and password they were set up with in PgAdmin.

5. Changing Groups and Roles

For changing privileges and roles, you can log in as administrator in Geneious and use the
Administration functions. By default some group roles will be automatically added, but you can
create a new group, for example “Read Only”, and assign specific roles to each user. Options
for roles are VIEW, EDIT and ADMIN.

At the top, I'm logged in as postgres (superuser with administrator privileges). At the bottom
I’'m logged is as “colleague”, without administration privileges.

BIOMATTERS 13



IousS

=)-[3 Shared Databases

-[ GeneiousDB (0) €+— postgres

‘ my primers {5)

++|| GeneiousDE (0) +— colleague
if | my primers (5)

Right click on GeneiousDB at top and create a new folder. Call it “test”. It will also appear
under the GeneiousDB user colleague. If you want to make this folder only visible to your
colleague, with you retaining the right to modify the content of this folder, right click on any
folder and select Administration — Add group. We can call the new group “Read Only”:

¥ Add New Group I =

Group Mame: Fead Only

User Roles For Group

a Add User(s)... _j Edit Rale... J Remove from Group

ey

User Role

I Add Group H Cancel J

Click Add Group. Then right click again within the top postgres folders and select
Administration — Edit Group Roles and select the new group “Read Only”. Here you can add
the users that will be part of the group and associated to them roles, i.e. if they will be able to
simply view the files (VIEW), to edit them (EDIT) or if they will have administration privileges
(ADMIN). Let’s add the colleague with VIEW role and postgres with ADMIN role and save:

BIOMATTERS
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- —

"i Edit Group Roles | 3 |

Current Roles for Group "Read Only™

3 Add User(s)... !’ Edit Role... [! Remaove from Group

User Role

colleague VIEW

postares ADMIN

Now right click on the newly created folder “test” and select Change Group of Folder. Change
it to the one we just created, “Read Only”.

ﬁ Change Folder Grou | £
g L by
Group: .Read iﬂnly v:
Apply to subfolders

Reset to Defaults ] [ oK ][ Canicel

You will see that the folder “test” will become read-only and a lock will appear on the folder
when logged in as colleague, with only VIEW rights:

=1-[@ shared Databases

=-|~) GeneiousDB (0)

----- { ) my primers (5)

: o] i | test ()

=~ GeneiousDB (0)
----- { ) my primers (5)
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6. Enabling remote connections to the database.

By default, PostgreSQL is not set to allow access by users from other computers on your local
network.

If you try to connect from Geneious you will get the error message:

& Disconnected

An error occurred while connecting this account: The connection attempt failed.

To enable access the following steps must be taken.
Step One: Make the Server Accessible

1. You should ensure the computer hosting your server has a fixed LAN IP address (This
is usually configurable in your router).

2. On Windows: make sure that there is no firewall on your PostgreSQL server machine
or that it has been configured to allow connections through port 5432

You can verify that PostgreSQL is allowed through the firewall on Windows by:
1. Opening the Control Panel
2. Selecting “Allow an app or feature through Windows Firewall”
o This will be under either System & Security — Windows Firewall or, Windows
Firewall depending on your settings

3. Finding the item in the table named “PostgreSQL”. If it does not exist this means
PostgreSQL is not allowed through the firewall

4. Clicking the “Details” button and verifying in the dialog that pops up that the “Port
number” is 5432 and “TCP” is selected

PostgreSQL can be allowed through the firewall on Windows if you are an administrator by
performing the following steps:
1. Open the table as per steps 1 and 2 above but choose “Advanced settings” instead of
“Allow an app of feature through Windows Firewall” (this requires administrator
privileges)
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2. Click “Inbound Rules” and then “New Rule...”
3. In the dialog that opens select “Port” then work through the wizard making sure to use
TCP and the local port 5432
If you are not able to make these changes you will have to contact your system administrator.

Step Two: Configuring PostgreSQL

Next you will have to edit the pg_hba.conf file. This file controls what connections the
PostgreSQL database server on your computer will allow from other computers.

Follow the section corresponding to your Operating System below to open the file for editing:

Mac OS

1. In the Finder navigate to the PostgreSQL install, usually /Library/PostgreSQL/X.X
(where X.X is the version you have installed)

2. Select the folder data and go Get Info. Click on the padlock in the bottom right corner
to authenticate, then click on the + to add yourself with read/write privileges.

3. Open the data folder, select the pg_hba.conf file, Get Info, and again, authenticate,
then click on the + to give yourself read/write privileges for this file.

Windows

1. Open up the File Explorer and navigate to C:\Program Files\PostgreSQL\9.6\data
2. Open up pg_hba.conf in your favourite text editor such as WordPad.

Edits to Make

In the Configuration table add the line:

host all all XXX XXX .XXX.0/yy md5

For example if your local network assigns IP addresses in the format of 192.168.x.y then use:
host all all 192.168.0.0/16 md5

If you want to use SSL in this case then use the line:

hostssl all all 192.168.0.0/16 mdb
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For further information on configuring pg_hba.conf see
https://www.postgresqgl.org/docs/current/static/auth-pg-hba-conf.html

Restart the Server

Once you have saved your edits, restart the server. In pgAdmin4 you can right click on the
server node and choose Reload Configuration.

= B servers (1)
E}W PostgreSQL 9.6,
& 5] Databases # Create '
&[] geneiat o Refresh.
E}% s @ Delete/Drop

@ cat
€ Disconnect Server
'33% Eve

IR C Reload Configuation
E‘E ol .} Add Named Restore Point. ..
& Lan Backup Globals. ..
E}% =ch Backup Server...
2-¢& ([ Properties...

You should now be able to connect to your posgreSQL database from another computer
provided you have valid login/password credentials set up.

¥ Mew Database Connection [£3 |

Connection Method; [\i} Direct SQL Connech'on] ¥ Geneious Database Server

Username: MNewColleague
Password: esssssses
Host: |192,168.30.33
Database Name: |GeneiousDB
Port: | 5,432+ [7] Custom

Database Type: iPostgreSQL T

Connect account on start up
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